
Information and Communication Technology Addendum 

The Technology Addendum addresses the use of technology when serving children in the 
Archdiocese of Philadelphia. This addendum became policy on July 1, 2011 and is now 
a part of our Safe Environment training. 

You will need to complete this review if: 

• You attended the Protecting God 's Children Awareness session for adults, 
between September 1, 2003 and June 30, 2011 and; 

• You have not completed the review via the online training module that was 
available from April 28 through September 4, 2011 OR attended a review session 
offered by your parish or a local parish. 

Please follow these steps to complete the review: 

1) Read the Information and Communication Technology Addendum (pdf) 

2) Review the summary of the important issues which all adult leaders need to understand 
concerning the digital communication with minors. 

3) Answer the quiz questions 

4) Submit the completed quiz to the Office for Child and Youth Protection using one of 
the following methods: 

Email : ocyptraining@archphila .org 

Mail: OCYP- Safe Environment Program 
222 North 1 ih Street 
Suite214 
Philadelphia, P A 19103 

Fax: 215-587-3711 

5) Staff of the Office for Child and Youth Protection will review your responses to the 
quiz questions; and if successfully completed, will send you a certificate of completion. 

6) If you were unable to successfully complete the quiz, you will be contacted by a 
member of the staff of the OCYP for further review. 



Introduction

The goal of all activities in the Church is to share the Good 

News of God’s love, salvation and mercy with all people.  

Advances in technology have increased the ways to  

communicate with others concerning this powerful  

message. 

  In recognition of the changing technologies available 

to enhance efforts to share the message and mission  

of Jesus Christ, Pope Benedict XVI chose the theme, 

New Technologies, New Relationships: Promoting  

a culture of Respect, Dialogue and Friendship 

for his message on World Communications Day  

in 2009.

  In this document Pope Benedict stated, “The 

new digital technologies are, indeed, bringing about 

fundamental shifts in patterns of communication and 

human relationships. …These technologies are truly 

a gift to humanity and we must endeavour to ensure 

that the benefits they offer are put at the service of all 

human individuals and communities, especially those 

who are most disadvantaged and vulnerable.”

Those who serve in the Archdiocese of Philadelphia need  

to be aware of the impact that their words and actions  

can have in bringing people closer to God. This applies  

to all interactions, whether face to face or remotely through  

the use of technology.

The purpose of this addendum is to provide standards and 

guidance regarding the access we have to communicate  

with minors through various means which include, but are  

not limited to, text messaging, websites, e-mail, and social  

networks such as Facebook. Communication and the use  

of technology are always changing. 

These standards are written with the understanding that  

young people use computers and cell phones including  

various applications routinely. Reaching out to young people 

through these means is the norm and not the exception.  

Using technology can enhance our outreach to youth.  

However, it creates a need to provide guidance in how  

boundaries in pastoral and professional roles with children  

can be maintained to foster and model a Safe Environment. 

Electronic Communication with Minors
Regardless of the manner or method, all communication  

with minors must be faithful to the teachings and values  

of the Catholic Church. As leaders and role models for  

children our communication with minors must respect the  

psychological, physical and behavioral boundaries of the  

young person and be appropriate to the ministerial and  

professional relationship. 

Permission of the parent or guardian must be obtained,  

in writing, in order for an adult leader to communicate with  

minors via telephone, cell phone, text messaging, e-mail,  

social networks, or other electronic means.
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In order to protect the privacy of youth, permission must also  

be obtained, in writing, from the parent or guardian before  

sharing/posting pictures or videos of minors, and before sharing 

e-mail, telephone numbers, or other contact information with  

other minors or adults who are part of the class, group  

or organization.

Adults should never consider typed conversations that take 

place via electronic means (e-mails, social networking sites,  

text message, etc.) to be private. 

Electronic communication between an adult and a minor  

should not be used to address/discuss confidential matters. 

These are to be discussed in a face to face meeting which is 

more appropriate and professional. Remember young people 

often feel that electronic communication is more private and 

gives them a sense of availability and anonymity. However, 

records of these conversations can be obtained and  

accessed. These means of communications can also  

be saved and forwarded. 

If a minor sends an adult an inappropriate message, the  

adult should not reply to it. The adult should print it and  

notify his/her immediate supervisor. A minor may also send  

a message that causes the adult leader to have concerns  

for the health and safety of that young person. Adult leaders 

should notify their immediate supervisor for direction in  

these cases. 

Adults must set appropriate boundaries around the times  

when phone calls will be made and electronic communications  

will be sent.

Adults should take time to review internet safety with minors  

in their classes, groups, organizations, etc., especially if they  

are utilizing web-based technology to enhance outreach to  

the minors with whom they work.

* The following sections refer to specific uses of technology 

tools. For use of these tools, those working in parish,  

regional and secondary schools of the Archdiocese need  

to refer to the Office of Catholic Education Appropriate  

Use Policy for Technology (AUP) in place. There may  

be other organizations and institutions with additional  

policies related to information technology which need  

to be referenced as well.

E-Mail, Instant Messaging, and Text Messaging 
(SMS—short message service) 

Teachers and administrative staff should communicate with 

students through the use of school based e-mail accounts  

and/or school sponsored websites.

Parish staff involved in youth ministry should have a parish 

based e-mail account, whenever possible. If it is not possible  

for an adult leader or volunteer to obtain a parish or school 

based e-mail account, the adult leader or volunteer will need 

to establish an e-mail account that is separate from his/her 

personal e-mail.

In order to protect the e-mail addresses of minors, the adult 

leader should use the blind carbon copy (BCC) feature when 

sending an e-mail to more than one minor. 

If a group of youth need to be in contact with each other  

via e-mail, permission must be obtained from the parent or 

guardian before sharing a minor’s e-mail address with other 

members of the group. (A youth leadership team would be  

one example of a situation where adult leaders may seek  

permission to share e-mail addresses among group members.)

Adults should never consider electronic mail to be private.  

Adult leaders may wish to copy another responsible adult 

(parent, supervisor, athletic director or alternate youth ministry 

leader) when sending an electronic message to a minor. This 

action demonstrates transparency and appropriateness when 

communicating with minors. All electronic messages should be 

relevant to the ministerial/professional relationship the adult has 

with the minor with due consideration for the age of the minor. 
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Adults should be brief in one to one, electronic conversations 

with a minor. Messages should be kept short, and to the point, 

and related to the professional/ministerial relationship between 

the adult and minor.

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Video Chatting (i.e. Skype)

Adults may communicate with minors using video chatting. 

There are educational benefits to utilizing this technology  

appropriately. Distance or disability may create some  

instances when this type of communication is necessary.  

If the minor is engaged in a video chat session that is private, 

care should be taken to make sure that the parent/guardian 

gives permission for the minor to participate. Another adult  

may supervise the interaction by either being present with 

the minor or the adult leader during the chat.

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Social Networking 

A social networking service utilizes software to build online  

social networks for communities of people who share interests 

and activities. Most services are primarily web based and provide 

various ways for users to interact, such as chat, messaging,  

video, file sharing, blogging and discussion groups. The most 

popular sites for this activity have been Facebook and MySpace.

Interaction with minors on MySpace is prohibited 

because of the lack of privacy protection inherent in this  

social networking site.

The pastor, administrator or immediate supervisor must give 

permission for an employee or volunteer to establish a social 

networking site related to the parish, school or organization.

A supervisor or another adult leader must have access to the  

site so that there is more than one adult monitoring all activity  

on the site. The site must be monitored regularly by both adults 

for appropriate use. Inappropriate or hurtful comments need to 

be removed.

Adult leaders who use social networking sites, such as  

Facebook, to communicate with minors about their ministry 

should create a separate account and/or group for this  

specific use whenever possible. For example, in Facebook  

where maintaining more than one account is currently prohibited 

by the company’s policy, the creation of a group would provide  

an appropriate way for an adult to establish a means to  

communicate with minors.

Precautions should be taken to guard the privacy of any one 

who has access to the page. The highest privacy settings  

must be used. In addition, adults should encourage minors  

who join the online community to set their privacy settings  

at the highest levels. 

Written permission from a parent/guardian should be obtained 

prior to a minor’s participation on a social networking site, such  

as Facebook, sponsored by a parish organization.

Minors should not be given access to the private or personal 

postings of an adult. All interactions should reflect the  

ministerial/professional role of the adult. 

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Blogs and Microblogs (i.e. Twitter)

Blogs are web logs, which are public and can be accessed by  

anyone. Blogs are used for many reasons—to share information, 

educate or express opinions. 

Those who wish to publish and utilize a blog for an educational 

or ministerial purpose, should make their pastor, principal or 

supervisor aware of the blog and make contents easily accessible.
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Blogs used for educational or ministerial purposes should be 

conducted in a professional manner and the content should 

reflect the purpose. 

It is recommended that the blog be set up so that comments are 

not posted until they are reviewed and approved by the owner  

of the blog. The practice prevents inappropriate and hurtful  

comments from being posted (i.e. bullying). 

Personal blogs should not be shared with minors.

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Websites

Websites used to represent a parish or parish organizations 

must be owned and managed by the parish. An adult leader 

must obtain permission from the pastor or pastor’s delegate  

to set up a web page that represents the parish. 

Websites may be linked to other sites. It is recommended  

that all persons add this statement to any site created:

“Links to other sites are provided on this site. These sites  

are provided for informational purposes only and are not  

necessarily sponsored by the parish or church organization.” 

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Videos, Photographs, Other Images

Adult leaders must seek permission from a parent or  

guardian to share a photograph or video with another party  

for any reason.

Videos and photographs, which are posted by electronic  

means with the permission of the parent or guardian, should 

not give identifying information about the child (i.e. full name, 

addresses, birth date, etc.).

On-line Gaming

This recreational activity is used by peers to play games and 

socialize. Adults involved in service and ministry to youth are not 

peers of the youth. For this reason, adult leaders should not be 

involved in on-line gaming with the youth whom they serve.

When using this technology, care must be taken to  

adhere to the guidelines for “Electronic Communication 

with Minors” stated in this document.

Illegal or Immoral Materials

Adults should never access, transmit, or create materials that 

are illegal or immoral. These include but are not limited to 

pornographic, stolen, sexist or discriminatory materials. Illegal 

activity such as “sexting” or the transmission of illegal material 

must be reported immediately to the proper authorities. 

Important Reminders: 

Electronic communication is not private. E-mails, text  

messages, and web postings establish a permanent record, 

which can be obtained and accessed. These means of  

communications can also be saved and forwarded. 

Anything of concern should be brought to the attention  

of the pastor, principal or program administrator.

All expectations regarding the reporting of suspected  

child abuse are in effect regardless of the method by  

which the information reaches the adult ministering to  

youth. All questions concerning this can be directed to the  

Office for Child and Youth Protection at 215-587-2466.

Effective  July 1, 2011
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What is the purpose of the Standards and 

the Information and Communication 

Technology Addendum?

� The Standards of Ministerial Behavior 
and Boundaries and the Information 
and Communication Technology 
Addendum are intended to provide clear 
criteria for behavior and, in particular, a 
blueprint for the boundaries of appropriate 
behavior in all interactions with children and 
young people.   

� These codes of conduct  include all 
interactions, whether in person or in the 
virtual world.



How do the Standards and Technology 

Addendum help to foster a Safe 

Environment?

� The Standards and the Addendum guide our 
own behavior and can alert us to the 
inappropriate behavior of other adults.  

� They are an important component in the 
efforts to protect children and vulnerable 
adults within the Archdiocese of 
Philadelphia.



Who is bound by the Standards and the 

Use of Technology Addendum?

These codes of conduct are applicable 
to all priests, deacons, religious, 
pastoral ministers, administrators, 
staff and volunteers in the 
Archdiocese of Philadelphia.



What happens if someone fails to 

observe the Standards and the 

Technology Addendum?

� Failure to observe these codes of 
conduct may result corrective action 
up to and including termination of 
employment or removal from 
ministry, depending on the specific 
nature and circumstances of the 
offense and extent of the harm.

� Removal from ministry includes asking 
volunteers to leave.   



What are boundaries?

“Boundaries” are the limits that define 
one person as separate from another 
or from others. A boundary promotes 
and preserves personal integrity. 

Boundaries give each person a clear 
sense of self and how to function in 
relation to one another. 

(definition from Virtus)



More about boundaries:

There are 3 types of personal boundaries:

1) Physical

2) Psychological

3) Behavioral

The personal boundaries of individuals 
must be respected at all times, 
whether in face to face interactions or 
through the use of technology.



Respecting Boundaries

� Caring adults respect the 
psychological, behavioral and 
physical boundaries of children.

� This models for children how adults 
relate to them in respectful, healthy 
and appropriate relationships.

� Providing a model for children 
should happen in both face to face 
and virtual interactions.



All interactions and communication 

must:

1) Be faithful to the values of teachings 
and values of the Catholic Church

2) Be respectful of physical, psychological 
and behavioral boundaries

3) Reflect the nature of the relationship

4) Model behavior that is appropriate in a 
healthy professional or ministerial 
relationship.



Providing service to children

When working with children, adults must always 
remember that this a relationship of unequals.

Adults have more power, more life experience, 
and a greater understanding of actions and 
consequences than children.

Mindful of their power, adults must take care not 
to exploit in any way their ministerial relationship 
with children.



Using our power to keep 

children safe

Adults serving in the Archdiocese of Philadelphia 
can use their power to put in place policies and 
structures that foster a safe environment for 
children.

Adults can ask the question, “Given what we know 
today about the safety of children, are there any 
changes that we need to make in how we 
supervise the adults involved in the program, or 
how the program is run?”

Another excellent question is:  “How can we work 
together to keep children safe?”



Misuse of Technology

Child molesters use the same patterns and 
dynamics to gain a child’s trust, whether in face to 
face interactions or when using digital technology.

The use of technology offers child molesters more 
opportunities to interact with children in a non-
supervised environment and to engage in  
predatory behaviors.

Child molesters often communicate with children 
through the use of technology.  This frequently 
takes place without the permission or knowledge 

of the child’s parents/guardians.



Digital Communication with Minors

� Permission of the parent or guardian 
must be obtained, in writing, in order 
for an adult leader to communicate with 
minors via telephone, cell phone, text 
messaging, email, social networks, or 
other electronic means.
(taken from page 1 of the Addendum)

� Adults should never consider typed 
conversations that take place via 
electronic means to be private.



Protecting the Privacy of Youth:

Permission must also be obtained

in writing, from the parent or guardian before:

� resharing/posting pictures or videos of 
minors

� sharing emails addresses, telephone 
numbers, or other contact information 
with other minors or adults who are 
part of the class, team, group or 
organization.



Digital Communication with Minors

� Electronic communication between an adult and a 
minor should not be used to address/discuss 
confidential matters.   These are to be discussed 
in a face to face meeting which is more 
appropriate and professional. 

� Remember young people often feel that electronic 
communication is more private and gives them a 
sense of availability and anonymity.  However, 
records of these conversations can be obtained 
and accessed.  These means of communications 
can also be saved and forwarded. 

(found on page 2 of the Addendum)



Digital Communication with Minors

� If a minor sends an adult an 
inappropriate message, the adult should 
not reply to it.  The adult should print it 
and notify his/her immediate supervisor. 

� A minor might also send a message that 
causes the adult leader to have concerns 
for the health and safety of that young 
person.  Adult leaders should notify 
their immediate supervisor for 
direction in these cases. 
(found on page 2 of Addendum)



Digital Communication with Minors

� Adults must set appropriate boundaries 
around the times when phone calls will 
be made and electronic communications 
will be sent.

� Adults should take time to review 
internet safety with minors in their 
classes, groups, organizations etc. 
especially if they are utilizing web-based 
technology to enhance outreach to the 
minors with whom they work.

(found on page 2 of Addendum)



Illegal or Immoral Materials

� Adults should never access, transmit, or create 
materials that are illegal or immoral.  These 
include but are not limited to pornographic, 
stolen, sexist or discriminatory materials.  

� Illegal activity such as “sexting” or the 
transmission of illegal material must be reported 
immediately to the proper authorities. 

(found on page 4 of Addendum)



Reminders about communicating 

through use of technology

� Electronic communication can be misinterpreted.  

� Electronic communication is forever.    Words and images 
are stored on communication devices, and can be retrieved.

� Electronic communication must take place with the 
knowledge and permission of the child’s parent.

� Parental/guardian consent forms are required for 
communicating with minors as well as posting of pictures 
and video.

These permission forms can be found on OCYP website:

www.childyouthprotection.org



Important Reminders

� Electronic communication is not private.    

E-mails, text messages, and web postings 
establish a permanent record, which can be 
obtained and accessed.   These means of 
communications can also be saved and 
forwarded. 

� Anything of concern should be brought to the 
attention of the pastor, principal or program 
administrator.

(found on page 4 of the Addendum)



Reporting Suspected Abuse

•All expectations regarding the reporting of 
suspected child abuse are in effect 
regardless of the method by which the 
information reaches the adult ministering 
to youth.   

•Resolve all doubt by calling the PA Child 
Abuse Hotline.  

Childline 1-800-932-0313



Any questions concerning 
the implementation of the 
Information and 
Communication 
Technology Addendum
can be directed to the Office 
for Child and Youth 
Protection at 215-587-
2466.



 

Office for Child and Youth Protection 

Archdiocese of Philadelphia 
 

 

Review Quiz for the Information and Communication Technology Addendum 

 

Name:   _____________________________________________________________ 
    (please print clearly) 

 

Place of Service:    ____________________________________________________ 
     (please include city/town) 

 

Review Questions:   (Place an “x” next to  the correct answer) 

 

1)  Respecting boundaries is an important part of the Safe Environment Program, 

both in face to face interactions and when using technology.  Respect for 

boundaries shows a child: 

(    ) how a trustworthy adult interacts with them 

(    ) what a healthy relationship with an adult is supposed to look like 

(    ) the adult leader’s commitment to the child’s psychological, emotional  

  and physical wellbeing 

(    ) all of the above 

 

2) Adult leaders must obtain the permission of a parent or guardian to contact 

children by email, text messaging, social network sites, etc.   

  (    ) True 

  (    ) False 

  

3) Using the “blind copy” option when sending a message to a group helps to 

protect the privacy of children by: 

(    ) not sharing their contact information with others who are receiving the   

 same message 

(    ) making certain that only they receive the message 

(    ) not letting an individual see how many other people received the 

 message          

(    ) allowing everyone to view the message except the child to whom it is 

 sent 

 

4) When using a social networking site to communicate with minors,  what is an 

important consideration: 

(    ) obtaining permission from the pastor, administrator or immediate  

 supervisor to establish a social networking account/group related to the  

 parish, school or organization 

(    ) changing the privacy setting on the account to insure maximum privacy 

 for anyone who has access to the page 

(    ) not allowing minors access to the personal information that you share 

 with your family and friends 

(    ) all of the above 



Review Quiz – page 2 

 

Name:  ___________________________________________ 

 

Place of Service:   __________________________________ 

 

 

5) If a minor sends an adult leader an inappropriate message, the adult leader 

should: 

  (    ) send a response stating that this type of communication is not appropriate 

  (    ) remove the minor from their contact list 

  (    ) copy the communication and show it to their supervisor (pastor, principal,  

   DRE) 

  (    ) ignore the comment and continue communicating with the minor as usual 

 

6) The owner of a blog should set it up so that all comments are reviewed and 

approved before they are posted.  This practice prevents inappropriate or 

hurtful comments.  (i.e cyber-bullying) 

 (    ) True 

 (    ) False 

 

7) An adult leader may post pictures and videos of minors only when: 

 (    ) a parent or guardian provides permission 

 (    ) all personal information has been edited for safety/privacy purposes 

 (    ) the activity is related to the parish or school ministry 

 (    ) all of the above 

 

8) There are different criteria for reporting the suspected abuse of a child learned 

  through the use of technology. 

 (    ) True 

 (    ) False 

 

 

Proof of the completion of the review: 

 

After staff has reviewed your responses to the quiz questions and if successfully 

completed you will receive a certificate of completion. 

 

Please provide an email address:  ________________________________________ 

 

If you do not have an email address, the certificate will be mailed to you.   Please provide 

your mailing address below: (print clearly) 

 

_______________________________________________________________________ 

 

_______________________________________________________________________ 
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